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Introduction
COVID-19 has drastically shifted how businesses and
their customers interact and transact. Businesses
worldwide have needed to adapt and understand how
to address the current economic landscape and the
restrictions placed on how individuals may interact. Ecommerce has persisted in being a bright spot for
commercial activity. It continues to play a growing role

Article 16 of the Canada-

in the economies of Canada, Europe, and throughout

European Union Comprehensive

the rest of the world.

Economic and Trade Agreement

commerce brings new opportunities as well as added
complexity. It is now more possible than ever to
conduct business across multiple geographical locations
without a physical presence. However, companies

("CETA") recognizes the
increasingly important role of e-

INTRODUCTION

The borderless nature of e-

commerce in many economic

engaging in e-commerce must remain aware of the laws

sectors and the need to promote

that govern each transaction and jurisdiction it operates

international cooperation on the

in when doing business online.

issues raised by e-commerce.

This paper provides a non-exhaustive overview of the
laws and regulations applicable to e-commerce in
Canada. It is intended to outline some of the critical
issues European companies looking to do business in
Canada should be aware of as they relate to ecommerce.
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CETA - Article 16
CETA remains one of the most significant and consequential bilateral trade agreements
globally, setting new standards for trade in goods and services, non-tariff barriers,
CETA - ARTICLE 16

investment, government procurement, and other areas such as labour and the
environment. [1]
Article 16.3 contains a prohibition on customs duties. It provides that signatory states
shall not impose a customs duty, fee, or charge on "electronic deliveries," including
computer programs, texts, videos, images, sound recordings, and other digitally coded
deliveries. This approach of minimizing customs on electronic transmissions aligns CETA
with the WTO Moratorium on Customs Duties on Electronic Transmissions, which has
been in place since 1998.[2]
Article 16.4 addresses data privacy for e-commerce users and requires that Canada and
the EU consider "international standards" of data protection of users engaged in ecommerce. Specifically, it calls on signatory states to recognize the importance of
interoperability between domestic regulatory frameworks in facilitating the use of ecommerce, particularly by small and medium-sized enterprises.

[1] Government of Canada, CETA explained, online:
<https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/ceta-aecg/ceta_explained-aecg_apercu.aspx?lang=eng>
[2] World Trade Organization, “Electronic commerce”,
online: <https://www.wto.org/english/tratop_e/ecom_e/ecom_e.htm> .
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Jurisdictional
Issues
Canadian Legal Landscape
Canada

is

a

federal

state

where

legislative authority is divided between
and

territorial

legislatures.

JURISDICTIONAL ISSUES

the federal government and provincial
Canada

consists of 10 provinces and three
territories,

each

with

its

own

provincial/territorial government. Power
is divided between the federal and
provincial/territorial governments, with
each government being supreme in its
area of jurisdiction.

The majority of laws applicable to e-commerce are found within provincial legislation.
These include laws relating to consumer protection laws and governing contracts. As
each province has jurisdiction over these areas of law, e-commerce companies must be
aware of the laws of each province in which they do business. Federal laws will also
apply to certain critical aspects of e-commerce. These include laws governing intellectual
property, competition and the sending of commercial electronic messages. Some aspects
of a company's operation may also be governed by both federal and provincial laws,
including privacy and data security.
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Jurisdiction Over the Sale of
Goods and Services
From outside of Canada
The sale of products or services through e-commerce channels in Canada raises the
important question of whether local courts will assert jurisdiction over disputes flowing
from an Internet-based transaction. To prevent overreaching, Canadian courts have
developed various tests to determine whether there is a real and substantial connection
between Canada and the defendant or the subject matter of the litigation. The test does
not require that the connection be the most real and substantial connection. The following

JURISDICTIONAL ISSUES

is a non-exhaustive list of factors contemplated under the test:
where the defendant is domiciled or resident;
where the defendant carries on business; and
where the contract connected with the dispute was made.
In traditional commerce, the application of this test is well-established in Canadian
jurisprudence, yet, specific issues may arise in the e-commerce context. For instance,
electronic communications that cross multiple national boundaries occur in more than one
country. Relevant factors would also include the locations of the content provider, host
server, intermediaries, and the end-user, in addition to the traditional criteria of the "real
and substantial connection" test. A Canadian court will generally have jurisdiction where
the forum is the place of transmission or the place of reception.[3] Thus, in most of the
usual cases, foreign businesses conducting e-commerce in Canada will not avoid the
jurisdiction of Canadian courts by virtue of being located in a foreign country.

[3] Society of Composers, Authors & Music Publishers of Canada v. Canadian Assn. of Internet Providers, 2004 S.C.C. 45, 2004 CarswellNat 1919 at para
63; CED (online), Jurisdiction, “Real and Substantial Connection: General” at § 9.
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Further, it is a well-established that when acceptance of a contract is transmitted
electronically and instantaneously, the contract is considered to been made in the
jurisdiction where the acceptance is received.[4] Thus, for e-commerce businesses
entering into contracts with customers or other parties located in Canada, all such
contracts would likely have a "real and substantial connection" by virtue of the connection
between the contract and the province in which it was made.

When making available products or services through e-commerce to Canadian
companies and consumers, foreign businesses should be aware that most existing laws
that apply to traditional commerce will also apply to their operations. This includes laws
governing intellectual property, privacy, consumer protection, taxation, consumer

JURISDICTIONAL ISSUES

protection, advertising, importing or exporting, product safety and product standards.

[4] Eastern Power Ltd. v. Azienda Comunale Energie & Ambiente, 1999 CarswellOnt 2807, at paras 21-29.
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Privacy
Laws
Compliance with applicable privacy laws continues to be one of the greatest challenges
facing e-commerce today. Individuals and organizations are increasingly sensitive to
providing personal information and data to third parties. The laws that govern the
collection, use, and disclosure of personal information impose even greater restrictions on
how organizations can utilize this information. E-commerce companies that operate across
borders must also remain aware of each jurisdiction's laws as each jurisdiction's
requirements may differ.

PRIVACY LAWS

E-commerce companies are reliant on data. E-commerce companies can collect various
forms of personal information, such as an individual's name and address when they
interact with the company's website or through data collection techniques, including
cookies, which track users as they browse a website. E-commerce companies can utilize
users' personal and demographic information can then be mapped out to create detailed
personal profiles of user preferences, which can be used for targeted advertising or
customized services. Canada's privacy law framework restricts how these companies may
collect, use or disclose personal information.

Canada's Existing Privacy
Framework
In Canada, the protection of personal information is governed by two federal statutes. The
Privacy Act deals with the use of personal information by federal government entities, and
the Personal Information Protection and Electronic Documents Act ("PIPEDA") applies to
private sector entities, including foreign organizations that do business in Canada. Certain
provinces have enacted privacy legislation deemed to be "substantially similar" to PIPEDA.
Only Quebec, Alberta and British Columbia have enacted laws that are substantially similar to
PIPEDA. In these provinces, PIPEDA does not apply.
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Businesses conducting e-commerce in Canada need to
observe PIPEDA's wide-ranging rules for how all private
sector entities are allowed to collect, use, or disclose
personal information in the course of commercial
activities.[5]

Personal

information

is

defined

as

"information about an identifiable individual, but does
not include the name, title or business address or
telephone number of an employee of an organization."
[6] Similar to the European Union's ("EU") General Data
Protection

Regulation

("GDPR"),

PIPDEA

places

restrictions on how an organization can collect, use, and
disclose

personal

information.

PIPEDA

generally

requires that organizations notify and receive the
consent of an individual of whom it collects personal
information.

PRIVACY LAWS

PIPEDA also requires that organizations are transparent concerning their personal
information handling practices. While PIPEDA does not prohibit organizations from
transferring personal information to other jurisdictions for processing, the transferring
organization will remain accountable for the information sent abroad and must comply
with applicable Canadian privacy laws.

As under the GDPR, PIPEDA requires organizations to report directly to the Office of the
Privacy Commissioner of Canada any breaches of security safeguards involving personal
information that pose a real risk of significant harm to affected individuals. Organizations
must also notify the affected individuals and, in certain circumstances, any relevant third
parties. Organizations must notify affected individuals and report to the OCP as soon as
feasible after an organization has determined that a data breach has occurred.
Organizations are also required to notify any other organization or government institution
if it believes the other body may reduce the risk or mitigate the harm. Organizations must
keep a record of all breaches involving personal information and must provide a copy of
the records to the OCP upon request. Knowingly failing to report to the OCP or to notify
affected individuals could result in fines of up to CAD$100,000.

[5] Principle 4.1.3 of Schedule 1.
[6] s.2(1) of PIPEDA, definition of “personal information”.
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Proposed Changes to Canadian
Privacy Law Framework
On November 17, 2020, the Canadian federal government introduced Bill C11, The
Digital Charter Implementation Act for its first reading. If enacted, Bill C-11 will modernize
Canadian privacy laws and significantly increase protections to Canadians' personal
information and give Canadians more control and greater transparency when companies
handle their personal information.[7]
Bill C-11 would look to enact two new statutes, the Consumer Privacy Protection Act and
the Personal Information and Data Protection Tribunal Act. These acts would lead to
sweeping changes to Canada's privacy law framework which are similar to those found
under the GDPR, including:

PRIVACY LAWS

the right to data portability;
the right to be forgotten; and
the right to object to automatic processing.[8]
Other changes could include more powerful enforcement mechanisms, including the
ability to impose penalties of up to CAD$10,000,000 or, if greater, 3% of the
organization's annual gross global revenue for failure to comply with certain requirements
under the Consumer Privacy Protection Act.

[7] Government of Canada, (2020). Fact Sheet: Digital Charter Implementation Act, 2020 - Innovation for a better Canada.
https://www.ic.gc.ca/eic/site/062.nsf/eng/00119.html
[8] Explanatory Notes of Bill 64.

10

CETA & E COMMERCE

E-signatures & Domain
Names in Canada
Electronic Signature
Electronic signatures are digitized signatures that are used in place of a traditional "wet
ink". Electronic signatures have become increasingly popular for executing commercial
documents, as they eliminate the need to attend in-person meetings or to courier

E-SIGNATURES & DOMAIN NAMES

documents to be signed. In this way, electronic signatures can speed up commercial
transactions and provide greater convenience to transacting parties.
All Canadian provinces and territories currently have an e-commerce statute that is
generally consistent with the United Nations Model Law on Electronic Commerce
("MLEC"). Therefore, Canadian e-commerce laws may be familiar to some European
practitioners, as the MLEC has been adopted in France, Ireland, San Marino, Slovenia, and
the United Kingdom.
With the exception of a limited number of circumstances described below, transactions
and contracts entered into electronically in Canada are as legally enforceable as their
paper-based equivalents. Each provincial e-commerce statute provides that electronically
signed agreements must satisfy the conventional contract law requirements, such as offer,
acceptance, and consideration. The circumstances in which electronic signatures cannot
be relied on include wills, powers of attorney, negotiable instruments, and trusts created
by wills.
Third-party software solutions are also available for commercial parties wishing to execute
documents electronically. So long as the electronic signatures are clearly identifiable and
the parties have consented to the use of electronic signatures, the use of third-party
software will generally be acceptable for commercial agreements. However, organizations
must be aware of certain instances where electronic signatures are not sufficient. This
may include financing documents which certain financial institutions or lending parties
may require wet ink signatures based on their internal policies.
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Registering Domain Names
While .com is the world's most common Internet domain, many Canadian businesses
choose to use a .ca domain to foster domestic ties and trust with local customers.
Choosing a .ca domain may also enhance local search results. Nonetheless, a .com domain
may perform better internationally due to its generic, universal nature.
The .ca registry is managed by the Canadian Internet Registration Authority ("CIRA").
However, most domain names are purchased from registrars or resellers. CIRA outlines
the following steps to registering a .ca domain:
search for the desired .ca domain name using CIRA's website;
choose a registrar or reseller; and

E-SIGNATURES & DOMAIN NAMES

register and secure the .ca domain.[9]

To register a .ca domain name, a company must meet the

.CA

"Canadian Presence Requirements", which ensure that the .ca
domain space is being developed for all Canadians' social and
economic development.[10] Under these requirements, only
specific individuals and entities will be permitted to apply for,
hold, and maintain a .ca domain name.

In the context of e-commerce, some applicable options may include the following:
a Canadian citizen or permanent resident of Canada;
a corporation under the laws of Canada or any province or territory of Canada;
a partnership registered under the laws of any province or territory of Canada;
an unincorporated organization, association or club, with at least 80% of its members
being ordinarily resident in Canada and 80% of its directors and other representatives
being ordinarily resident in Canada; or
an owner of a trademark, but only to the extent that the .ca domain name consists of
the exact wording of the registered trademark.
CIRA and its certified registrars only communicate updates and renewal notices to
registrants and their administrative contacts, so businesses should be advised
to register their .ca domain by themselves and not through a third party such
as an agent or website developer.[11]

[9] CIRA, Register your .CA, online: <https://www.cira.ca/ca-domains/register-your-ca#register>
[10] CIRA, Canadian Presence Requirements for Registrants, online: <https://www.cira.ca/policy/rules-and-procedures/canadian-presence-requirements-registrants>
[11] CIRA, Register your .CA, online: <https://www.cira.ca/ca-domains/register-your-ca#register>
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Dispute Resolution under CIRA
If a European company discovers that another entity has already registered a domain
using the European company's name or trademark, it may dispute such third party's use.
CIRA provides guidelines for resolving disputes expediently and inexpensively.
The CIRA Domain Name Dispute Resolution Policy (the "Policy") provides a forum for
parties to resolve disputes over bad faith registrations of .ca domain names. Proceedings
initiated under the Policy are subject to the CIRA Dispute Resolution Rules (the
"Resolution Rules") and administered by a dispute resolution service provider approved by
CIRA.[12]

E-SIGNATURES & DOMAIN NAMES

A complaint must be submitted to CIRA to commence a proceeding. Upon receipt, CIRA
will not allow the disputed registration to be deleted or transferred, and the registration
will be so marked in CIRA's records. The reference will be removed from CIRA's records
and allowed to be deleted or transferred upon receipt of one of the following documents:
notice that the proceeding is concluded or terminated;
written or electronic instructions from the registrar to transfer the registration to the
complainant, along with instructions to CIRA confirming that they wish to transfer the
domain name to the complainant;
an agreement executed by both the registrant and complainant settling the complaint;
or
a certified copy of an order, ruling, judgment, or decision of a court, tribunal, board,
administrative body or commission in Canada or an arbitrator is disposing of the
complaint.[13]
The following constitute grounds for complaints under the Policy:
Confusingly Similar. The domain name is confusingly similar to a mark in which the
complainant had rights prior to the date of registration and continues to have such
rights. Whether a domain name is confusingly similar will depend on whether the
domain name so nearly resembles the mark in appearance, sound, or the ideas
suggested to be likely to be mistaken for it.

[12] Paragraph 1 of the CIRA Domain Name Dispute Resolution Policy.
[13] Section 2.5 of the CIRA Domain Name Dispute Resolution Policy.
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No Legitimate Interest. The registrant has no legitimate interest in the domain name.
Legitimate interest may be evidenced, without limitation, by the registered domain
name being descriptive of the wares, services, or businesses of the registrant; the
domain name is associated with a non-commercial activity, or the domain name being
the geographical name of the location of the registrant's non-commercial activity or
place of business.
Bad Faith. The registrant has registered the domain name in bad faith. Bad faith may
be evidenced, without limitation, by the domain name being acquired primarily for
selling, renting, licensing, or otherwise transferring the registration for valuable
consideration in excess of the registrant's actual costs in obtaining the registration; the
domain name being acquired primarily to disrupt the business of the complainant, or
the registrant intentionally attempting to attract Internet users to the registrant's

E-SIGNATURES & DOMAIN NAMES

website or other online location for commercial gain.
Complainants must prove on a balance of probabilities that all three of the above
mentioned grounds are satisfied. For instance, even if a complainant proves that the
domain name is confusingly similar and was registered in bad faith, the registrant will
succeed if they prove on a balance of probabilities that they have a legitimate interest in
the domain name. [14]

[14] Section 4.1 of the CIRA Domain Name Dispute Resolution Policy.
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Online Consumer
Protection Laws
In Canada, each province and territory has its own consumer protection legislation that
applies to transactions involving consumers located in that jurisdiction. Therefore, a key
consideration for organizations carrying out e-commerce in Canada is to ensure

ONLINE CONSUMER PROTECTION LAWS

compliance with the relevant province or territory's consumer protection legislation.

Each Canadian province has specific requirements that must be met when entering into
agreements online. These requirements differ from province to province and on the
products or services for which the agreement governs. These requirements include that
the organization provides the user with specific information when entering into the
transaction and that the organization follows specific procedures when entering into an
online agreement.

For example, In Ontario, the Consumer Protection Act
("Ontario CPA") sets out specific obligations on the part
of the supplier for consumer agreements formed by textbased internet communications in which the consumer's
total payment obligation is greater than CAD$50.00.[15] For example, if the CAD$50.00
threshold is met, then the supplier must provide the prescribed information to the
customer prior to entering into the agreement.[16] Organizations that offer credit terms
to consumers must ensure that they do so according to the applicable provincial consumer
protection laws that relate to credit agreements. These rules do not just apply to financial
institutions and include significant disclosure requirements that must be made at various
stages in the transaction.

[15] Section 37 of the Consumer Protection Act (Ontario)
[16] Section 38(1) of the Consumer Protection Act (Ontario)
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The CPA also prohibits organizations from providing consumers with false information
about themselves or the product or service being offered.[17] The following are some
examples of false, misleading or deceptive representations:
claiming that a product has a sponsorship, performance characteristic, accessory,
ingredients or qualities that it does not have;
claiming that the person supplying the product has a sponsorship, affiliation or
connection that they do not have;
claiming that a product will be delivered by a specified time when the seller knows or
ought to know that it will not be available by the specified time;
claiming that a service, part, replacement or repair is needed or advisable when it is
not;
using exaggeration, innuendo or ambiguity as a material fact or failing to state a

ONLINE CONSUMER PROTECTION LAWS

material fact in a way that tends to deceive; or
exaggerating the benefits that are likely to flow to a consumer if the consumer helps
obtain new customers.[18]
Suppose a business has misrepresented their goods or services in a false, misleading or
deceptive way. In that case, a consumer can withdraw from the contract by writing to the
business within one year and getting a full refund. Further, consumers are not obligated
to pay for goods or services that are different from what was requested and can demand
a refund if they already paid.[19] Refusal to process a refund in such circumstances may
lead to a complaint with the Ministry of Government and Consumer Services or legal
action.[20]
Consumers may cancel the agreement if a product is not delivered within 30 days of the
promised delivery date and ask for a refund.[21] Therefore, businesses should be advised
to provide for amended delivery dates in writing if delays are expected to prolong delivery
by more than 30 days.

[17] Section 14(1) of the Consumer Protection Act (Ontario).
[18] Section 14(2) of the Consumer Protection Act (Ontario).
[19] Section 13(6) of the Consumer Protection Act (Ontario).
[20] Section 105(1) of the Consumer Protection Act (Ontario).
[21] Section 26(1) of the Consumer Protection Act (Ontario).
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Quebec's Consumer
Protection Act and
Language Considerations
Quebec's Consumer Protection Act ("Quebec CPA") applies to every contract for goods or
services entered into between consumers and merchants in the course of business.[22]
The regulations arising out of it are enforced by the Office de la protection due
consommateur (consumer protection bureau). To that end, the bureau is empowered to

ONLINE CONSUMER PROTECTION LAWS

take the following actions:
investigate business practices and conduct;
inspect places of business and documents; and
take legal action in the courts to stop certain illegal practices.[23]
Contravening the Quebec CPA may result in consumers filing complaints with the bureau
legal action against a merchant for monetary compensation or fines.
The Charter of the French Language guarantees French-language rights in business
situations, with some exceptions. In Quebec, standard form printed contracts, including
consumer contracts, must be written in French unless they expressly request a different
language. Where the use of more than one language results in a divergence between the
texts, the interpretation more favorable to the consumer prevails.[24]
In addition to applying French-language rights in product labeling, websites, and
trademarks, foreign businesses doing business in Quebec should also be aware of
Quebec's consumer protection framework's unique features.
To avoid fines, penalties and reputational damage, it is critical that organizations looking to
transact online ensure that their e-commerce site and platform comply with all applicable
consumer protection laws. Organizations who outsource the sales process to third party
providers should ensure that these third party products comply with applicable privacy
laws.
[22] Section 2 of the Consumer Protection Act (Quebec).
[23] Sections 305 to 338 of the Consumer Protection Act (Quebec).
[24] Section 26 of the Consumer Protection Act (Quebec).
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Canada's Anti-Spam
Legislation
Businesses that utilize e-commerce to make available their products and services rely on
email to communicate with potential and existing customers. Email communication offers
businesses with a low-cost solution for reaching a significant number of individuals to
promote new or existing products or upcoming sales. Yet, without understanding the laws
that apply to commercial electronic messages, organizations risk significant fines and
reputational damage.
Canada's Anti-Spam Legislation ("CASL") is one of the most
prescriptive anti-spam laws in the world. CASL regulates

ANTI-SPAM LEGISLATION

unsolicited commercial electronic communications (CEMs) sent
by entities to individuals as well as the unsolicited installation of
software. Noncompliance with CASL can lead to significant
monetary penalties and criminal charges for noncompliance. Thus individuals and
organizations should ensure that they are not sending commercial electronic messages in
contravention of its requirements.

CASL applies to CEMs that are either accessed in Canada or sent from a device within
Canada. Businesses should also be aware that they could be liable for the actions of third
party providers who send CEMs on their behalf. As such, businesses need to ensure that
their service providers comply fully with CASL.
CASL prohibits the sending of CEMs without prior consent, and permits them to be sent
only if certain formal requirements are met. CASL also prohibits the installation of
software on the computers of recipients/owners without prior consent. Consent can be
either expressly provided by the recipient or, in limited circumstances, implied. CASL is
prescriptive in how a recipient can expressly provide consent, requiring the recipient to
"opt-in" before receiving any CEMs. Specific contact information of the organization
requesting consent must also be made available to the recipient at the time consent is
requested from the recipient. CASL defines CEMs as electronic messages that encourage
participation in "commercial activities," irrespective of any expectation of profit. This
definition is extremely broad and can include promotional emails or emails advertising
discounts.
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CASL contains a limited list of specific circumstances and strict timelines within which a
sender could rely on implied consent to send CEMs. It is advisable that organizations do
not attempt to rely on implied consent due to the time limitation placed on this form of
consent. Organizations relying on implied consent must also keep records and track when
the implied consent is no longer valid and ensure that it immediately ceases sending CEMs
to that individual after the implied consent it was relying on has expired.
CASL also requires that any CEM sent include an unsubscribe mechanism to allow the
recipient to opt-out of any future CEMs. CEMs must also include certain prescribed
information regarding the sender. This mechanism must allow the recipient to easily, and
at no cost, unsubscribe from future CEMs. The sender then has ten days following an
unsubscribe request to cease sending CEMs to that recipient.
The fines for violating CASL can be significant. For individuals, the maximum

ANTI-SPAM LEGISLATION

administrative penalty for an individual is CAD$1 million per violation and up to C$AD10
million per violation for organizations. Also, directors, officers, or agents who participate
or acquiesce in the violation of CASL will be held personally liable for such violations.
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Intellectual Property
Generally speaking the intellectual property regime in Europe is very similar to that of
Canada, making it easy for European companies and individuals to protect their
proprietary rights in Canada.

Patents
Patent protection in both Europe and Canada lasts twenty years from the date of the first

Europe and Canada require the same 3 elements to patent the invention, namely:
novelty - the invention must be new;
not obvious - the invention must be different from all previous prior art combined;
useful - the invention does what it claims to do.
A patent application can be filed in Europe

A patent application can be filed in Canada

under 3 mechanisms:

under 2 mechanisms:

1. A national application in individual
countries of Europe; or
2. A European patent application
designating all or some of the European
member states; or
3. An international patent application
(Patent Cooperation Treaty-PCT)
application designating;
i. individual countries of Europe; or

1. A national application in Canada;
2. An international patent application
(Patent Cooperation Treaty-PCT)
application designating;
i. individual countries of Europe
and other foreign countries,
including Canada; or
ii. European patent application
and other foreign

ii. a European patent application
and other foreign countries
including Canada.
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filing of a patent application anywhere in the world, provided renewal fees are paid.

CETA & E COMMERCE

In Canada and the United States there is a one year grace period provided to the inventor
within which to file the Canadian patent application from the date of any worldwide
disclosure of the invention being claimed. Most other countries around the world
including Europe require absolute novelty and an inventor needs to file a patent
application somewhere in the world before the invention is publically disclosed anywhere
in the world.
Finally there is a one year priority date where an inventor either in Europe or Canada can
file a corresponding patent application in the other jurisdiction, and by international treaty
the patent application in the other jurisdiction will be treated as being filed on the earlier
filing date. This becomes a useful tool when strategically filing in multiple jurisdiction in a
financially prudent manner, as well as plan for the timing of disclosure of the invention.
Gebrauchsmuster
In Germany and Austria one can obtain a Gebrauchsmuster, also known as a German

INTELLECTUAL PROPERTY

utility model or Austrian utility model, which is a patent-like, intellectual property right
protecting inventions.
The Gebrauchsmuster is slightly different from the patent. It mainly differs from the
patent in that processes and methods cannot be protected by a Gebrauchsmuster, only
products can. Furthermore, the term of a Gebrauchsmuster, that is its maximum lifetime, is
10 years from the date of registration. In contrast, a patent has usually a term of 20 years
from the date of filing of the application.

Industrial Designs
While patents protect how a product, method, or process works, an industrial design
protects how something looks. Industrial designs or designs in both Canada and Europe
protect shapes and patterns.
The Canadian term for the exclusive right granted by the registration of a design begins on
the date of registration and ends on the later of the end of 10 years after registration and
15 years from the Canadian filing date. In other words, you may get between 10 to 15
years of exclusive right in Canada.
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The term of a European Community Design is five years from the filing date. This term is
renewable for 5-year periods up to the total term of 25 years. The priority date for a
Canadian industrial design is 6 months.

Copyright
Introduction to Canadian Copyright
Copyright in Canada is governed by the terms of the federal Copyright Act, which
provides that copyright may subsist in original literary, dramatic, musical and artistic
works.[25] The definition of these works is broad, which includes every original

INTELLECTUAL PROPERTY

production in the literary, scientific or artistic domain, whatever the mode or form of its
expression.[26] Among other rights, the owner of copyright in a work has the sole right
to produce or reproduce the work or any substantial part thereof in any material form
whatever.[27]
Copyright in a work arises automatically in Canada with the creation of the work. While
registration of copyright in a work with the Canadian government is available, such
registration is not required in order to hold copyright in a work. In general, the term of
copyright subsists for the life of the author, the reminder of the calendar year in which
the author dies, and a period of fifty years following the end of that calendar year.[28]
Benefiting from copyright protection in Canada isn’t just available to Canadians. In general,
copyright applies to works where the author was, at the date of the making of the work, a
citizen or subject of, or a person ordinarily resident in, Canada or some other treaty
country.[29] A treaty country is defined as a Berne Convention country, a Universal
Copyright Convention country, a WIPO Copyright Treaty country or a World Trade
Organization member.[30] Accordingly, certain persons in Europe may be able to claim
copyright protection in Canada for original works they have authored.

[25] Subsection 5(1) of the Copyright Act.
[26] Section 2 of the Copyright Act.
[27] Subsection 3(1) of the Copyright Act.
[28] Section 6 of the Copyright Act.
[29] Subsection 5(1) of the Copyright Act.
[30] Section 2 of the Copyright Act.
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Copyright is a key legal consideration for e-commerce, particularly where the goods being
provided are digital assets. Copyright can be an important tool in protection and
prevention of unauthorized reproduction of digital assets. For example, if you offer a
video for sale in Canada, copyright law can help to protect against unauthorized copying
of the video. Copyright law may also be able to protect images, logos, or videos used by a
business in advertising or the operation of its business, where the business owns the
copyright in the images, logos, or videos. Copyright may also be used to protect certain
elements of a business’ webpage.

Copyright Considerations In CETA
CETA contains a number of articles directed at IP rights, including many covering
Among these articles, the parties have agreed to comply with several other

INTELLECTUAL PROPERTY

copyright.

international agreements, including articles of the Berne Convention for the Protection of
Literary and Artistic Works.[31]
CETA provides further protections relating to copyright that may help EU businesses feel
safer about doing business in Canada. For instance, Article 20.9 contemplates legal
protection and remedies against the circumvention of certain technological measures,
wherein the technological measures are used by rights holders to prevent or restrict acts
in respect of copyrighted material. The IP portion of CETA also provides protection for
rights management information, which is information used by rights holders in association
with copyrighted material.[32] CETA also addresses the prevention of unauthorized
camcording of presentations of films and the liability of intermediary service providers in
relation to copyright infringement.[33]

[31] Article 20.7 of CETA.
[32] Article 20.10 of CETA.
[33] See Articles 20.11 & 20.12 of CETA; for summaries of the IP provisions in CETA, including those mentioned in this paragraph, see Government of Canada,
Chapter Summaries, online: <www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/ceta-aecg/chapter_summaryresume_chapitre.aspx?lang=eng#a20>.
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Trademarks
Introduction to Trademarks
Trademark laws and requirements in both Europe and Canada are similar. In each case the
trademark is registered in association with goods and services and are classified in
accordance with an international scheme known as the Nice Classification system.
In Canada one can file a trademark

In Europe a trademark application can

application in one of two ways:

be filed on one of 3 mechanisms:

1. national trademark application
directly in Canada; or
2. through a Madrid Protocol
application designating Canada.

1. in separate countries in Europe as a
national trademark application; or
2. a European trademark application
designating all or some of the
INTELLECTUAL PROPERTY

European countries; or
3. a Madrid Protocol application.
Trademarks in both Canada and Europe have a term of 10 years and can be renewed
indefinitely up renewal for further 10 year periods of time. There is a 6 month priority for
trademarks in both Canada and the Europe. In Canada one can protect both word marks
and logos provided that the words or logos are not confusingly similar to another word
mark or logo mark in that jurisdiction. One can also register scents and colours so long as
they are not descriptive of the goods or services.

Madrid Protocol
As mentioned above, a trademark may be filed in Canada through a Madrid Protocol
application designating Canada.
The ability to file a trademark in this manner only became available recently, as Canada
has updated its trademark laws in order to accede to the Madrid Protocol. The Madrid
Protocol offers businesses access to its international registration system, wherein an
applicant can apply for trademark protection in more than 100 countries through the filing
of a single application in a single language.[34]

[34] Canadian Intellectual Property Office, International Trademarks under the Madrid Protocol, online: <www.ic.gc.ca/eic/site/cipointernetinternetopic.nsf/eng/wr04619.html>.
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In general, the Madrid Protocol allows an eligible person to file an application for an
international registration with the World Intellectual Property Office (“WIPO”), the body
that administers the Madrid Protocol, via their office of origin and designate members of
the Madrid Protocol where trademark protection is sought. Members to the Madrid
Protocol are known as contracting parties. WIPO may then notify the IP offices of each
contracting party in which protection is sought, who will then make an assessment.
Canada is now a contracting party and as such, it is possible to designate Canada when
filing an application for international registration with the Madrid Protocol from outside
Canada. Where an application for international registration includes a request to extend
protection of the trademark to Canada, WIPO will provide that request to Canada’s
trademark office, the Canadian Intellectual Property Office.[35]

Digital Use of a Trademark with a Service
Even if your business only offers services in Canada in a mostly digital manner, seeking out
INTELLECTUAL PROPERTY

trademark registration in Canada can still be practicable. However, in order to properly
defend a trademark registration in Canada, there needs to be use of the trademark in
association with the goods and services that the trademark is registered with.[36] Use of a
trademark is essential to trademark rights in Canada.
In certain situations, the digital display of a trademark in association with services can
suffice to be considered use of that trademark in Canada, so long as those services are
considered to be performed in Canada. Canadian jurisprudence has established that as
long as some consumers, purchasers or members of the public in Canada receive a
material benefit from the activity in issue, it will amount to the performance of the
services in this country.[37]
A recent example is a decision from the Canadian Federal Court of Appeal involving the
famous Waldorf Astoria hotels in the United States and elsewhere.[38] The issue was
whether the trademark WALDORF ASTORIA, owned by Hilton Worldwide Holding LLP,
was used in Canada for the purposes of section 45 of the Trademarks Act. The trademark
was registered with the goods and services of “hotel services”, however there was no
“brick and mortar” hotel operating under the Waldorf Astoria name in Canada. The court
agreed that there were benefits available to people in Canada besides the ability to stay in
a “brick and mortar” Waldorf Astoria hotel.[39]
[35] Ibid.
[36] Section 45 of the Trademarks Act.
[37] Miller Thomson LLP v Hilton Worldwide Holding LLP, 2020 FCA 134, at para 115.
[38] Ibid.
[39] Ibid at para 125.
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Such benefits included the ability to reserve a particular hotel room at a specific Waldorf
Astoria hotel in a particular location for a specified price.[40] The trademark was viewed
when people in Canada visited the Hilton website and the trademark would also appear in
the emails sent to customers to confirm their reservations.[41] The court upheld the
finding that the WALDORF ASTORIA mark had been used in Canada.[42]
It should be kept in mind that the use of any trademark in Canada won’t necessarily enjoy
the same treatment as the WALDORF ASTORIA mark. Every case will turn on its own
individual facts.[43] Of note, Canadians passively viewing content on a foreign website
will be insufficient to constitute use of a trademark in Canada.[44] There must be, at
minimum, a sufficient degree of interactivity between trademark owner and Canadian
consumer to amount to use of a trademark in Canada in conjunction with services over
the internet.[45]

INTELLECTUAL PROPERTY

New Plant Varieties
New plant varieties (such as a grapple – cross between a grape and apple) can be
protected in both Canada and Europe.

Enforcement of IP in CETA
CETA provides some assurance to Canadian and EU businesses that they will have access
to appropriate legal channels to enforce their IP rights. The general obligation put forward
by Article 20.32 in this regard is that each party will ensure that procedures for the
enforcement of IP rights are fair and equitable, and are not unnecessary complicated or
costly, nor entail unreasonable time-limits or unwarranted delays. These procedures are to
be applied in such a manner as to avoid the creation of barriers to legitimate trade and to
provide safeguards against their abuse.
CETA also provides direction to the parties in regards to the production and preservation
of evidence, judicial authority to issue orders aimed at preventing infringing goods from
entering channels of commerce in the context of enforcement of IP rights, and payment of
damages or profits for the infringement of IP rights.[46]
[40] Ibid at para 130.
[41] Ibid at para 125.
[42] Ibid at para 166.
[43] Ibid at para 152.
[44] Ibid at para 147.
[45] Ibid at para 147.
[46] Articles 20.34, 20.35, 20.39, & 20.40 of CETA.
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